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Policies, contracts, and technical tools 

Scenario 

✓ A multi-layered structure 

✓ A system of contractual obligations (general criteria for human rights protection) 

Protecting human rights in adverse contexts 

✓ Internal mechanisms for human rights compliance

o Project-specific (e.g., contractual clauses, ad hoc technical solutions, policies) 

o Covering an entire group of activities/projects (e.g., general policies, guidelines, 
standard contractual clauses, technical standards)

✓ Limited role of best practices (case-focused approach and replicability problems)
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Policies, contracts, and technical tools 

Integrating human rights into the contractual framework

✓ Goals

o To place human rights at the core of project design and development

o To establish clear roles and responsibilities 

o To set appropriate risk management strategies 

✓ Key elements

o A contractual framework: clearly defined expected levels of protection

o A compliance monitoring system (audits, periodical inspections, self-assessment 

procedures)

✓ Key tools: (i) contractual clauses, (ii) policies, and (iii) technical tools
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Policies, contracts, and technical tools 

Pros/Cons Analysis 

Standard clauses 

[General instruments]

© Mantelero 2022

Ad hoc technical solutions 
[Project-specific instruments]



Policies, contracts, and technical tools 

Context analysis

✓ Legal zoning process (human rights scenarios, relations with local governments and human 
rights protection bodies)

✓ Partnerships with local governments/private entities and risk assessment

✓ Inherent risks

✓ Technical measures (e.g., data encryption; data compartmentalisation; remote data 
storage via VPN) 

✓ Organisational measures (e.g., sensitive data in separate annexes)

✓ Focus on the project life cycle
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Human rights-oriented practices based on legal principles 

✓ Recommendation-based and assessment-based tools

✓ The most important tools

o Data Management Plan (DMP) and Data Protection Impact Assessment (DPIA)

o Human Rights Impact Assessment (HRIA)

HRIA

✓ The cornerstone of future AI regulation 

✓ Traditional HRIA methodologies cannot be straightforwardly applied in the digital context

o Ex ante nature of the assessment 

o Little relevance of the local/territorial dimension

o Greater focus on quantifiable risk thresholds
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Human rights-oriented practices based on legal principles 

A model for risk estimation 

✓ Key factors: risk identification, likelihood, and severity

o Likelihood

▪ Probability of adverse consequences 

▪ Exposure

o Severity

▪ Gravity of the prejudice 

▪ Effort to overcome prejudice caused and to reverse adverse effects 
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Human rights-oriented practices based on legal principles 

✓ A four-level scale to avoid average positioning 

✓ Use of cardinal scales (combinations not multiplications) 

✓ Expert-based evaluation 
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Human rights-oriented practices based on legal principles 
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Human rights-oriented practices based on legal principles 

✓ Question-based planning and scoping

✓ Factors to be considered include those that may 
justify the prevalence of competing interests or 
exclude the risk (e.g., mandatory nature of 
certain impacting features) 

✓ Participatory assessment (rightsholders and 
stakeholders) 

✓ Circular process (radial graph) 
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Human rights-oriented practices based on legal principles 

From contract to co-design

✓ Important role of contractual instruments

✓ Going beyond mere legal compliance (contractual agreements)

✓ Active cooperation and co-design in human rights due diligence process
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